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1 Introduction

With the rapid development of computer technology and network communication tech-
nology, more and more functionalities and facilities have been brought to us by the net-
work. However, at the same time, there is a dramatic increase in computer viruses, which
has brought about huge financial losses and social panic [1-3]. Consequently, it is quite
urgent to understand the spread law of computer viruses over the network.

To this end, and based on the fact that the propagation of computer viruses among com-
puters resembles that of biological viruses among a population, dynamical modeling is one
of the most effective approaches. Since the pioneering work of Kephart and White [4, 5],
many dynamical models describing the propagation of computer viruses in the network
have been established by appropriately modifying epidemic models, such as SIR [6, 7],
SIRS [8-11], SEIR [12], SEIRS [13, 14], SLBS [15-17], SLBQRS [18], SEVIR [19] models and
so on. All the computer virus models above neglect the fact that computer viruses possess
a paroxysmal nature in common and computer viruses have the possibility of an outbreak
absence of aura. Namely, they assume that once a susceptible computer in the network is
infected, it is in its latency. In addition, antivirus techniques always lag behind virus tech-
niques. Thus, computers in the network are susceptible to the attack during the period
that the anti-virus software aims to conquer the new viruses. Based on this, Xu and Ren
[20] proposed the following SEIR computer virus spreading model in the network with
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limited anti-virus ability:

% =b— BS(H)I(t) — 0S(2),

O _ (1-p)BSWOIE) - yE(2) + el(t) — 0E(t),

49— pBS(E)I(t) + yE() - el(t) - al(t) - o1(2),

4O — al(t) - oR(t),

@)

where S(¢), E(t), I(t) and R(¢) denote the numbers of the susceptible computers, the ex-
posed computers where computer viruses are latent, the infected computers where com-
puter viruses are breaking out and the recovered computers that have been equipped with
anti-virus software at time ¢, respectively. B is the transmission rate of the infected com-
puters; p is the rate at which a susceptible computer breaks out suddenly due to its con-
nection with infected computers; 1 — p is the rate at which a susceptible computer is latent
due to its connection with infected computers; o is the death rate of computers in the
network; y, ¢ and « are the state transition rates. Xu and Ren [20] studied stabilities of
virus-free equilibrium and virus equilibrium.

However, it should be pointed out that system (1) neglects the time delay due to the
latent period of computer viruses in the exposed computers and the time delay due to the
period that anti-virus software uses to clean the viruses in the infected computers. As is
known, in order to reflect the dynamical behaviors of a dynamical model depending on
the past history of the system, it is often necessary to incorporate time delays into the
model. Dynamical models with time delay have been investigated extensively by scholars
at home and abroad in recent years, especially predator-prey models [21-26], epidemic
models [27-29] and computer virus models [9-11, 30, 31]. Motivated by the work above,
we consider the following computer virus model with delays:

B~ p— BS()I() - 0S(t),

4EQ _ (1 - p)BS(OI(E) — y E(t - 1) + £1(t) — 0E(2),

40~ pBS(OI(E) + YE(t - 1) — el(t) - al(t - T2) — 0I(2),

RO — al(t - 15) - 0R(2),

(2)

where 17 is the time delay due to the latent period of computer viruses in the exposed
computers and 7; is the time delay due to the period that anti-virus software uses to clean
the viruses in the infected computers. For convenience, throughout this paper, we assume
that 7; = 7p. Then system (2) becomes

B~ p - BSOI(E) - 0S(t),

O - (1-p)BSWOI(E) - yE(t — ) + el(t) — 0E(?),

49— pBSE)I(t) + yE(t — 1) - el(t) - al(t - 7) - 0l (D),

dfl—f) =al(t—1) - oR(2).

3)

The remainder of this paper is organized in the following pattern. In Section 2, local
stability of the viral equilibrium and the existence of a Hopf bifurcation are examined. In
Section 3, the direction of the Hopf bifurcation and the stability of the bifurcating peri-
odic solutions are investigated. In order to illustrate the validity of the theoretical analysis,
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a numerical example is presented in Section 4. Some main conclusions are drawn in Sec-

tion 5.

2 Stability of the viral equilibrium and existence of Hopf bifurcation
Solving the algebraic system

b—-BSI-0S=0,
1-p)BSI-yE+¢el-pE=0,
pBSI+yE—(e+a+0)=0,
al —oR=0,

(4)

we can get the unique viral equilibrium P, (S, Ex, I, R,) of system (3) if by + pbSo +y o€ >

rbB
o+l

b I, b
S = ——, E*=—(8+01+Q— pbb ),
0+ BL Y o+ Bl

[ bPr+pbPo+yoe—oly +o)e+a+o)
' Byl +o)+Pole +a+o)

oly+o)e+a+p)ande+a +0> , where

’

R, =—1I,.

o

0

In what follows, we can get the characteristic equation of system (3) at P,(Sy, Ex, Ii, Ry)
)\,4 + Olg)\g + Olz)\.z + Oll)\ + Qg

+ (,33)\3 + ﬁz)\.z + }31)\ + ,30)6_)“

+ (122 + vk +0)e T =0, (5)
where

o = o gq (0 @33 — 113031),

a1 = a3z (o + 0tga) — o (33 + @t4q) — a33eaa (1 + 0022),

ap = Q1007 + (330044 — 013063 + (01 + 092) (033 + 044),

a3 = (a1 + o + 033 + Aga),

Bo = anataa(@r P33 + a33f2) — aaPaa(omaas — arza) — 1331044832,

Br = Bsa(ameras — r3an) + p3taa Bz — Baz (omerss + a0y + atss))
+ o331 — Bi3 (01110522 + a0 + 0522)),

B2 = Paz(or + 33 + @aq) + Baz(or + 2o + das) — 23832,

B3 = (B2 + B33),

Yo = 0110044 822 B33,

Y1 = —PazPzs(an + asa),

¥3 = B33,
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with

an = (Bl +0), o3 = —BSx

oy = (1-p)BL, 09 = =0, a3 = (L-p)BSi +e¢,
oz =pPL, o33 =pPSi —¢ -0,

®a4 = =0,y

B2 =-v, B2a=v,

B33 = —a, Baz = a.

Multiplying €** on both sides of Eq. (5), Eq. (5) equals

,33)\3 + ,32)\,2 + ﬂl)\ + ,B()

+ ()»4 +ash + oA + oA+ ao)e’\’

+ (A% + A+ y)e T = 0. (6)

When 7 = 0, then Eq. (6) reduces to

)\,4 + Ol()g)\3 + 0[()2)\2 + 0101)\. + oo = 0, (7)
where

ago = oo + Bo + Yo, gy =01 + B+ Y1,

Qo =0z + Br + ¥, Qg3 = a3 + fB3.

Thus, according to the Routh-Hurwitz criterion, the real parts of all roots of Eq. (7) are
negative if and only if Qoo > 0, 03 > 0, 023 > o1 and 012003 > Oloootgg + (1(2)1.
Let A = iw (@ > 0) be the root of Eq. (6), then

(@* = (a2 + Y2)@* + g + Yo) cos Tw — (o1 — Y1)w — az0®) sinTw = Brw* — Po,

(@* = (a2 = 2)? + g — yo) sintw + (a1 + Y1) — a30®) cos Tw = f3° — B,

from which we obtain
f60® + fro* + o + fy

’
w8 + e3w® + ey + e;w? + e

fr0° + fiot + o + fiw

b
w8 + e30® + ey + e10? + ¢

COSTw =

sintw =
with

2 2
302010—)/0,

2 2
e = 2]/0)/2 -y top — 20[()0[2,
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e = a2 + 200 — i — 2010,

e3 = o3 — 20,

Jo=PBolyo — o),

Si=Bolar + 1) = Bilao + v0),s

So=Bolaa = 12) + Baleto — yo) + iy — ),

S5 =Bilaz +y2) + Bs(eo + yo) = ol + 1) — a3 Po,
Ja=a1Bs +aspi— Bsyi — Bo — Balo — 1),
fs=a3fa— B Bslaa + 1),

fo =B

Jr=PBs.

Then we can get the equation with respect to w of the following form:
2 -2
cos” Tw + sin“ Tw = 1. (8)

Next, we give the following assumption. (H;): Eq. (8) has at least one positive root wy.

For wg, we have

1
Tp = — X arccos

wo 3

S+ e3wl + ey + e i + e

{ fow§ +fawg + 05 +fo }
- .
Differentiating Eq. (6) with respect to 7, we have

’

A GO) T
@] -
with

G(A) =3B3A% +2Bxh + Br + (447 + 3a3A” + 200 + o1 )€*T + (29 + y1)e T,

H() = )\,(]/2)»2 + YA+ )/o)e_M - A(k4 +asAd + A +oh + ao).

Then

’

Rel:d_)»:|1 _ Gir X Gar + Gy x Gy
dr G+ G

A=iwg

where

2 3\ 2
Gir = (01 + 11 — Bazwp ) cos Towy — (2(a2 — y2)wo — 4wy) sin Towo + B1 — 3B3wy,
Gl] = (061 - - 30!3(1)%) sin Towg + (2(052 + )/2)600 — 4603) COS Tpwo + 2/320)0,
Gar = (Yowo — v203) 8in Towy — Y105 €OS Towy — Q3w + 01w},

3 2 5 3
Gar = (Yowo — Y203 €OS Towy + Y104 SN Towy — @ + 020;.
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To establish a Hopf bifurcation at T = 7y, we make the following assumption. (H): Gig X
Gar + Gi x Gy #0.

Summarizing the above analysis, and based on the Hopf bifurcation theorem in [32], we
have the following.

Theorem 1 Suppose that conditions (Hy)-(H,) hold for system (3). Py(S«, Ex, L, Ry) is lo-
cally asymptotically stable when t € [0, ty); a Hopf bifurcation occurs at P,(Sy, Ex, L, Ry)
when T = 1ty and a family of periodic solutions bifurcate from P,(Sy, Ex, L, Ry).

3 Direction of the Hopf bifurcation and stability of the bifurcating periodic
solutions

In this section, we will employ the algorithm of Hassard et al. in [32] to analyze the direc-

tion of the Hopf bifurcation and the stability of bifurcating periodic solutions from the viral

equilibrium P,(S,, E, I, R,) of system (3) at © = 7g. Let u;(¢) = S(£) — Sy, ua(£) = E(t) — E,,

us(t) = I(t) — L, ua(t) = R(t) — R,, and rescale the delay by £ — (t/7). Let t = 79 + u, u € R.

Then system (3) can be transformed into the following form:

u(t) = L/Lu[ + F(/»‘Lx ut)» (9)

in the phase space C = C([-1,0],R*), where u; = (11 (£), us (), u3(£), us(t))” = (S,E,LR)T €
R*, u;(0) =u(t+0) € Cand L,: C — R*, F(,u;) — R* are given as follows:

Lu‘p = (7:0 + M)(Atrix¢(0) + Btrix¢(_1)) (10)
and
—B¢1(0)p3(0)
(1-p)Be1(0)$3(0)
F(u,p) = 11
(n, @) = (0 + ) 2B61(0)5(0) (11)
0
with
anp 0 o3 O 0 0 0 0
azz 0 azz O 0 B3 Pz O
0 0 a43 044 0 0 ,343 0

Based on the Riesz representation theorem, there is a matrix whose components are
bounded variation functions 1(0, 1) in 6 € [-1,0] such that

0
Lo~ [ dne.100(0) (12)
-1
for ¢ € C. In fact, we choose
(6, 1) = (o + 1) (Auixd(0) + Buixd (6 + 1)), (13)

with §(0) is the Dirac delta function.
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For ¢ € C([-1,0],R*), define

20, -1<6<0,
Ao =1 4 (14)
f,l dﬂ(e’u)(b(@), 0= 01
and
0, ~1<6<0,
Rpe =t o (15)

Then system (9) is equivalent to
u(t) = A(u)uy + R(1)uy. (16)

For ¢ € C}([0,1], (R*)*), the adjoint operator A* of A(0) (the linear operator of Eq. (16)) is
defined as follows:

_ de(s) 0 <1
A@) =1 0" <s<1, )
[5dnT(s,00¢(=s), s=0,

0 4
(0900 =5090) - [ [ 56 -0rnop(6)de. 8)

where n(0) = 1(6,0).

Suppose that g(8) = (1,42,43,q4)T€°™? is the eigenvector of A(0) associated with
+iwoTo and g*(s) = D(1, g5, 45, q;) T €™ is the eigenvector of A* associated with —iwyTy.
Then one can obtain

A(0)q(0) = iwoTog(0), (19)
A*q*T(0) = —iwoToq™" (0). (20)

Then, by the definitions of A(0) and A*, we have

_dq(9)

A0)g(0) = ==, (21)

A7) _%. (22)
Therefore,

q(6) = g(0)e ™’ (23)
and

q"(s) = 4*(0)e0™". (24)

In addition,

0
/1 dn(0)q(0) = Awixqg(0) + Buixq(-1) = A(0)q(0) = iwoq(0) (25)
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and
0
/ dn(0)q*(~s) = Al,a™ (0) + Bl g™ (-1) = A*¢*7(0) = ~iwoq*" (0). (26)
-1

Thus, we can get the expressions of ¢,, g3, 94 and g3, g3, q; as follows:

q ay + 023G3 a iwy — o p Baze 700
2= — ) 3= 4=
iwg — apy — Pape 00 o3 lwg — tgq
. iToW
7= (iwg + 0r11) B32€" ™00
2=~ i ; i ’
091 B32€/70%0 — 0131 (iwg + Qlga + Pooe™0«0)
. iToW
7= (iwg + 0t2p + P22€0)qy
3= 4 )
Bsaeitowo
. IT(
a (iwo + a3z + P33 ™) g3 + 0113 + Q232
L= — : .
Bazeimowo

In order to assure {g*,q) = 1, we need to calculate the expression of D. From Eq. (18), we

have
(g(s),q(0))
0 0
= 7°(0)g(0) - / f T (E — 0) dn(O)p(E) di
0=-1J£=0
=DP+m@+%ﬁ+mﬂ
0 0 )
- / f 20 (1,25 70 75) (Auixd(©) + Bed(® + 1) (L g 3, 4a) €0 déde]
0=-1J&=0

= D[l + @25 + G35 + qay + Toe O (72(B227s + B2245) + 93(B33 5 + 543511))}

Thus,

—% —% —% —iTo W, —% —% —% —% -1

D = [1+ 4235 + 4375 + qady + Toe” ™ (q2(B22d5 + P25 + 43 (B33 + Basdy)) |- (27)
On the other hand, according to (¢, A¢) = (A*¢, ¢), we obtain

—iwoto(q",) = (4", Aq) = (A*q", G)(~iwoToq", q) = iwoTo(q", G)- (28)
Obviously, (g*,g) = 0.

Next, we compute the coordinates to describe the center manifold Cy at ;& = 0. Let u; be

the solution of Eq. (16) when pu = 0. Define

z(t) = (q*, ut), W (t,0) = u,(0) - 2Re{z(t)q(9)} (29)

on the center manifold Cy, then we have

W (t,0) = W (z(t),2(2),6), (30)
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where
2 =2

W (2(8), 2(6), 0) = W (2,2) = W/OQ% + Wizz + Woz% . (31)

and z and z are local coordinates for the center manifold Cy in the direction of g* and g*.

Here, we only deal with real solutions, which gives

Z = iwgToZ + q*F(O, W(z,7z,0) +2 Re{zq(@)}) = iwyToz + 2(2,2), (32)
where

8(z,2) = ¢*(0)Fo(z,2) =g20§ + N2z +g02§ +g21¥ SRR (33)
Thus,

(&2 = D(L,5, 35 @5) (Fi(0, ), F>(0,1,), F3(0, ), 0) ", (34)
where

F1(0,u;) = —B1o[¢1(0)¢3(0)],
F3(0,u) = (1 - p)Bo[41(0)¢3(0)],
F3(0,u) = pB[#1(0)p3(0)].

Since
U = W(Z’ 2!9) + Zq(e) + éé(g): (I(Q) = (]-r CIZ, QB, q4-)TeinTOH’ (35)
we have
wW( +0) 1 1
WO(t+6 ; q i
"y = , (t+0) rz q2 gloTd 4 > ?2 e—tworoé, (36)
W (£ +6) 7 78
0 qa qa

2 =2
_ z _ z
$1(0)=z+7Z+ \)@(})’(0)E + W(0)zz + W(?;E P

- Z2 _ 22
@2(0) = zq2 + 2q + WZ%)(O)E + VVl(lz)(O)zz + W(%)E +ee,

2 =2

__ z _ z

?3(0) = zq3 + zq3 + Wz(g)(O)E + Wl(ls)(O)zz + W(S)E +oeee,
- @ nZ W@y O

04(0) = zq4 + 2q4 + Wy, (0)5 + Wi (0)zz + Wy, 7 +--
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Based on Eq. (31)-Eq. (35), one can obtain

L1122 + LuZZ + L1322 + L14222

_ = e —w - L2122 + L2222 + L23.’_Z2 + L24222
z,z)=D(1,45,95,q3) % - - R 37
g( ) ( EERE q4) L3122 + L32ZZ + L3322 + L34Z22 ( )

0
with

Ly = -Bgs, Ly = -B(q3 + 43), L3 = -Bgs,

Ly =-B (Wﬁ)(O)qS + %WZ“J(O)ZIS + W) + %Wé?(m),

Ly =(1-p)Bgs, Ly =(1-p)B(gs +q3), Lys = (1-p)Bgs,
Ly = ﬁ(WfP(oms * %Wé}f(omg + WP(0) + %WQ?(O)),

L3 = Bgs, L3 = B(g3 + g3), L33 = Bgs,

1 _ 1
Lss = ﬂ(WS’(oms + W03 + WP (0) + o Wéi’(m).
Therefore,

8(z,2) = D[ (L + 5L + @3L31)2" + (L + G4 Loa + G5L32)2Z

+ (L13 + é;ng + é;ng)Zz + (L14 + é;LM, + é;ng;)Zzé] e (38)
Thus, from Eq. (33) and Eq. (38), we have

@0 = 2B7Dqs((1 - p)g5 + p3; - 1),
gu = RC{QS}lgTOD((l -P)q5 +Ppqs — 1)’

02 = 2870033 ((1 - p); + pi — 1),
1

D —% —% 1 P
gn =26%D((1 - p); + p; - 1) (Wﬁ)(om +5 Wag (0075 + W'(0) + 5 Wé?(m).

Next, we need to obtain the expressions of W5y and Wi;. From Eq. (29)-Eq. (33), we have

. AW — 2Re{7*(0)Foq(0)}, -1<0<0,
We {g*(0)Foq(0)} AW 4 H(2.5,0), (39)

AW —2Re{g*(0)Foq(9)} + Fp, 6 =0,
where
_ z? zz z>
H(Z,Z,9)=H20(9)E +H11(9)5 +H02(9)§ o (40)

From Eq. (30), Eq. (31), Eq. (39) and Eq. (40), we have

(2iwoTo — AYWa0(0) = H(6) (41)
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and
AW (0) = —Hu(6). (42)
Now, for 6 € [-1,0),

H(z,z,0) = —2Re{7*(0)Foq(6)}

2

N4 _ _
= ~(£204(0) + 213(0)) 5 - (€ua(6) + 8024(0))2Z + - (43)
Comparing the coefficients of Eq. (40) and Eq. (43), the following two equations can be
obtained:
H>0(0) = —g209(0) - 2024(0), (44)
Hn(9) = —guq(©) - g1g(0). (45)

Then we have

Wao(8) = 2iwoto Wao () + £204(0) + 02q(0), (46)
W1 (0) = guq(0) + gug(0). (47)
Therefore,

WZO(Q) — lgzoq(o) ei‘rowo@ + lgozé(o) e—it0w09 +E182i‘row00, (48)
Towo 3‘[06()0
] 0) . ig119(0) .
WII(G) _ _lgllq( )elTOw09 + lgllq( )e—n’oon +E2, (49)
Towo Towo

where E; and E; are constant vectors to be determined. It follows from Eq. (44) and
Eq. (45) that

0

f d(6) Who(0) = 2ito Wao (0) — Hao (0), (50)
41
0

/ dn(6)Win(6) = ~Hiy (0), (51)

1

where n(0) = n(0,0). From Eq. (41) and Eq. (42), one has

H(0) = —2204(6) — 8023(0) + (L1, Lo1, L31,0) 7, (52)
Hu(0) = —guq(9) —éuzl(o) + (L12,L22,L32,0)T~ (53)
Noticing that
0 .
(iwofof - / dn(e)emom)qw) -0, (54)
1

0 .
<—iwotol - /1 dn(@)e‘“"ot")?](o) =0, (55)
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and substituting Eq. (48) and Eq. (52) into Eq. (50), we obtain

-Bq3
0
) 1-
(2iw0f01—/ dn(g)eZZwor()@)El _ ( p)ﬁQS ) (56)
-1 Bas
0
Thus,
-1
114 0 —013 0 _IBq3
_ _ 0 1—
E =2 01 (2« o023 % (1-p)Bags (57)
—o31 Q32 dzze O pBqs
0 0 43¢ daus 0
Similarly, we have
1
ay 0 a3 0 -BRe{gs}
0 1- R
E = oy axp + P 023 % (1-p)BRe{gs} , (58)
az axn+Pn az+fn 0 pBRe{gs}
0 0 Q43+ Paz Qag 0
with
a1 = 2w — Ay,
924 = 2iwg — gy — Page 20N,
U304 = —dg — Pare 20,
33, = 2iwg — a3z — Paze 20,
Oz = —0ta3 — Page 20,
g4y = 2000 — .
Therefore, one can compute the following parameters:
G = —— (gugn - 21 - 220 ) &2 (59)
1 2700 g11820 211 3 2’
Re{C1(0)}
o= o (60)
Re{M (1)}
B2 = 2Re{C1(0)}, (61)
Im{C;(0 Im{}
T, = - m{C;(0)} + 12 Im{ (To)}' 62)
Towo

In conclusion, we have the following for system (3) based on the results in [32].

Theorem 2 If 115 > 0 (g < 0), then the Hopf bifurcation is supercritical (subcritical); if
B2 <0 (B > 0), then the bifurcating periodic solutions are stable (unstable); if T, > 0 (T, <
0), then the period of the bifurcating periodic solutions increases (decreases).
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4 Numerical example

In this section, we present a numerical simulation to justify the obtained theoretical results
in Section 2 and Section 3. Choosing b =5, = 0.075, 0 =0.06,p=0.9, y =0.5, ¢ = 0.2
and « = 0.1, we consider the following special case of system (3):

40 _ 5 0.075S(2)I(t) - 0.06S(2),
dE(t)

E0) _ 0.00758(8)I(t) - 0.5E(t - T) + 0.21(£) — 0.06E(?),

40 - 0.06755(0)I(t) + 0.5E(t — T) — 0.21(¢) — 0.1(¢ — T) — 0.061(t),

RO - 0.11( - 7) - 0.06R(2),

(63)

from which we get b8y + pbBo + yoe = 0.2138, o(y + 0)(¢ + @ + 0) = 0.0121. Then we
obtain I, = 26.4638. Further, ¢ + o + 0 = 0.36, Qﬁ%i = 0.1651, and we obtain the unique
viral equilibrium P,(2.4452,10.3180,26.4638,44.1063) of system (63). Thus, we have wg =
0.3907, 79 = 5.0895 and 1\/(to) = 0.4743 — 2.8554i.

Let t = 4.250 € (0,19), P.(2.4452,10.3180,26.4638,44.1063) is asymptotically stable

according to Theorem 1 and the dynamic behavior of system (63) is as shown in Fig-

ure 1. However, once the value of the time delay t passes through the critical value
79 = 5.0895, for example, t = 5.375, P,(2.4452,10.3180,26.4638,44.1063) will lose its sta-
bility and a Hopf bifurcation occurs, and a family of periodic solutions bifurcate from
P,(2.4452,10.3180,26.4638,44.1063). This can be depicted by Figure 2. The bifurcation
phenomenon can be also illustrated by the bifurcation diagram in Figure 3.

In addition, we obtain C;(0) = —1.9265—0.3022i by some complex computation with the
help of Matlab software package. Thus, based on Eq. (59)-Eq. (62), we get 15 = 4.0681 > 0,
B> =-3.8530 < 0and T, = 5.9846 > 0. Then, based on Theorem 2, it can be concluded that
the Hopf bifurcation at 7y = 5.0895 is supercritical, the bifurcating periodic solutions are
stable and the period of the bifurcating periodic solutions increases.

5 Conclusions

By incorporating the time delay due to the latent period of computer viruses in the exposed
computers and the time delay due to the period that anti-virus software uses to clean the
viruses in the infected computers into the model proposed in the literature [20], a delayed
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Figure 1 Dynamic behavior of system (63): projection on S-E-R with 7 = 4.250.
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Figure 2 Dynamic behavior of system (63): projection on S-E-R with 7 = 5.375.
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Figure 3 Bifurcation diagram with respect to 7.

computer virus spreading model is considered in the present paper. Compared with the
work in the literature [20], the model considered in this paper is more general, and we
mainly investigate the effects of delay on the proposed model.

It has been proved that there exists a stability switch in the delayed computer virus
spreading model by taking the delay as the bifurcation parameter. The model is asymptot-
ically stable when the value of the delay is below the critical value, and the viruses can be
controlled easily in this case. However, the viruses will be out of control when the delay
passes through the critical value. Based on the simulation results, we can conclude that
the computer viruses can be controlled by shortening the latent period of the viruses and
the period that the anti-virus software uses to clean the viruses.

However, it should be pointed out that our paper focuses on analyzing the effect of the
time delay. Other impact factors such as network topology [33] and network eigenvalue
[34] to computer virus propagation will be left for our future research. In addition, it is
an interesting problem to take both time delay and other key parameter as the bifurca-
tion parameter and investigate the codimension-two bifurcation, such as Hopf-Pitchfork
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bifurcation [35] of the proposed computer virus model. This is another interesting future
research direction for us.
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